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1991, George Hoffman, OpenBinder

Later, Dinnie Hackborn, ParmOS

2003, Andy Rubin, Android OS
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» AIDL

» startService/ bindService
» send broadcast

» get contentProvider

> ...



‘ Q000 xuuw - wmm
ANDROID BINDER %1218 AAAAA@ uml.org.cn

fi]f-: StartService( intent )

Binder IPCif# F

onTransact()
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fi]1: StartService( intent )

public ComponentName startService(IApplicationThread caller, Intent service,
String resolvedType, String callingPackage, int userId) throws RemoteException
{

Parcel data = Parcel.obtain();

Parcel reply = Parcel.obtain();
data.writeInterfaceToken{IActivityManager.descriptor);
data.writeStrongBinder(caller != null ? caller.asBinder() : null);
service.writeToParcel(data, flags: @);
data.writeString(resolvedType);

data wrlteStrlng(calllngPackage),

mRemote transact(STﬁRT SERVICE_TRANSACTION, data, reply, flags: @);

ComponentName res = ComponentName readFromParcel{reply);
data.recycle();

reply.recycle();

return res;

case START_SERVICE_TRANSACTION: A{
data.enforceInterface(IActivityManager.descriptor);
IBinder b = data.readStrongBinder();
IApplicationThread app = ApplicationThreadNative.asInterface(b);
Intent service = Intent.CREATOR.createFromParcel{data);
String resolvedType = data.readString();
String callingPackage data readString({);

ComponentName wrlteTbParcel(cn, reply);
return true;
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fi]1: StartService( intent )
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» BpBinder, BBinder, handle

» BinderProxy

» IPCThreadState, ProcessState
» binder_proc, binder_thread
» binder_node, binder_ref

» binder buffer, binder _transaction
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int main() {
sp < IServiceManager > si defaultServiceManager();

sm->addService(Stringi6( ), ¢ BnMyService());
FIroCESSOLdilE: SC LI )==5Lar LinreadrooLvyj,;
IPCThreadState: :self()->joinThreadPool();

.
o

#include
main() {

sp < IServiceManager > sm = defaultServiceManager();

sp < IBinder > binder = sm->getService(Stringl6(
sp<IMyService> cs = interface_cast < IMyService > (binder);

cs->sayHello();

reLutil v,
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1. BC_TRANSACTION

2. BR_TRANSACTION_COMPLETE

3. BR_TRANSACTION

4. BC_REPLY
-

5. BR_TRANSACTION_COMPLETE

6. BR_REPLY




KGR - 818
ANDROID BINDER& |3l "nﬂ): o it

BINDER 15 i)

Clienti##2 Serverifif2

IPC/E

— . — ————————————————————————— ———————————— . —————————— — . ————

Binder Driver




KIER -
ANDROID BINDER %} & ”?\nfg O umtoraon

BCHiX

BC1YX

BC_TRANSACTION

BC_REPLY

BC_FREE_BUFFER

BC_REQUEST_DEATH_NOTIFICATION

BC_CLEAR_DEATH_NOTIFICATION

BC_DEAD_BINDER_DONE

HARE

IPC.transact()

IPC.sendReply()

IPC.freeBuffer()

IPC.requestDeathNotification()

IPC.clearDeathNotification()

IPC.execute()
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BC_REPLY

BW_TRANSACTION T BR_REPLY

binder_transaction() binder_thread_read() i IPC.executeCommand()
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"Binder:1557_16" prio=5 tid=117 Blocked
| group="main" sCount=1 dsCount=0 obj=0x153120d0 self=0x7f89b%ececO
| sysTid=10642 nice=0 cgrp=default sched=0/0 handle=0x7f7352c450
| state=S schedstat=( @ ® @ ) utm=2748 stm=1377 core=1 HZ=100
| stack=0x7f73432000-0x7173434000 stackSize=1005KB
| held mutexes=
at com.android.server.am.ActivityManagerService.checkContentProviderAccess(ActivityManagerService.java:10786)
- waiting to lock <@x@ef®2a62> (a com.android.server.am.ActivityManagerService) held by thread 101
at com.android.server. am.Act1v1tyManagerServ1ce$LocalServ1ce checkContentProviderAccess(ActivityManagerService. java:22502)
at com.android.serye erContentObserver{ContentService.java:302)
at android.contentfIContentService$Stub.onTransactfIContentService.java:73)
at com.android.server.content.ContentService.onlransact{ContentService.java:235)
at android.os.Binder.execTransact(Binder.java:565)

"Binder:1557_17" prio=5 tid=119 Native
| group="main" sCount=1 dsCount=0 obj=0x15312a60 self=0x7fBa542600
| sysTid=10643 nice=0 cgrp=default sched=0/8 handle=0x7f7342f450
| state=S schedstat=( @ @ @ ) utm=2781 stm=1306 core=1 HZ=100
| stack=0x7f73335000-0x7f73337000 stackSize=1005KB
| held mutexes=
kernel: (couldn't read /proc/self/task/10643/stack)
native: #00 pc 0000000000A7831c /system/lib64/libc.so (__ioctl+4)
native: #01 pc 0PP0000PPPR20020 /system/1lib64/libc.so (ioctl1+140)
native: #02 pc 0000000000055b14 /system/lib64/libbinder.so (_ZN7android1l b+256)
native: #03 pc 0000000OROBS55c7c /system/lib64/libbinder.so (_ZN7androidl4IF CalolaleZVQeLANCEXE cCommandEv+24)
native: #04 pc 0000PP0PPOMSE3fEB /system/lib64/libbinder.so (_ZN7androidl14IPCThreadStateld4joinThreadPoolEb+128)
native: #05 pc 00P00QPPRRR747ed4 /system/lib64/libbinder.so (777?)
native: #06 pc 0000000000P12938 /system/1lib64/libutils.so (_ZN7android6éThreadll_threadLoopEPv+336)
native: #07 pc 000PP0000PPPaBCcBB8 /system/lib64/libandroid_runtime.so (_ZN7androidl4AndroidRuntimel5javaThreadShellEPv+116)
native: #08 pc 0000P0P0QPOA75c54 /system/lib64/libc.so (_ZL15__pthread_startPv+204)
native: #09 pc 000000800001e0fc /system/1ib64/libc.so (__start_thread+16)
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AMP startService(Intent service) <= — — — — — — — — — > AMS startService(Intent service, ...)
handle START_SERVICE_TRANSACTION Parcel - ’ BBinder ~ START_SERVICE_TRANSACTION  Parcel q

|
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| |
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interaction create_servicemanager )

Service_manager.c binder.c Binder3&zh

JEEIRE XK

. 1:bind : :
5 inder_open()y, < 2 : open("/dev/binder”) _ !

3 : iotcl() T
4 : mmap() :E

5: binde%r become context _mgi'_lager() 6 - iocti()

: W set_ctx_mgr

i 9 : binder_loop() _ T

' f. : binfler_parse()
:FS : svemgr_handler

15 ::d§ ddd_senvice) |

16 ::d§ }nd_service()
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I 3. BC_TRANSACTION

5. BR_TRANSACTION_COMPLETE

4. MRRE
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6. BR_TRANSACTION

7. BC_REPLY
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10. BR_REPLY
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case BINDER TYPE HANDLE'

» I\E : :
_I’ﬁ ) ﬂﬁ% struct binder ref *ref = binder_get ref(proc, fp->handle);

if (ref == NULL) {
binder user_error("td:%d got transaction with invalid handle, %d\n",
proc=->pid,
thread->pid, fp->handle);
return _error = BR FAILED REPLY;
goto err binder get ref failed;
}
if (security binder transfer binder(proc->tsk, target proc->tsk)) {
return_error = BR FAILED REPLY;
goto err binder get_ref failed;

if (ref->node->proc == target proc) {

if (fp->type == BINDER TYPE HANDLE)
fp->type = BINDER TYPE BINDER;

else
fp->type = BINDER TYPE WEAK BINDER;

fp->binder = ref->node->ptr;

fp->cookie = ref->node->cookie;

binder_inc_node(ref->node, fp->type == BINDER TYPE BINDER, 0, NULL);

trace_binder transaction ref to node(t, ref);

binder debug(BINDBR DEBUG_TRANSACTION,

ref %d desc %¥d -> node %d u%0l16llx\n",
ref->debug id, ref->desc, ref->node->debug id,
(u6d4)ref->node~->ptr);
} else {
struct binder_ref *new_ref;

new_ref = binder_get ref for node(target_ proc, ref->node);
if (new _ref == NULL) {

return error = BR FAILED REPLY;

goto err binder_get ref for node_ failed;
}
fp->handle = new ref->desc;
binder_inc_ref(new _ref, fp->type == BINDER TYPE HANDLE, NULL);
trace binder transaction ref to ref(t, ref,

new_ref);
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BC_REQUEST _DEATH_NOTIFICATION —— BW_DEAD_BINDER \

BR_DEAD_BINDER

BC_CLEAR_DEATH_NOTIFICATION —— BW_DEAD_BINDER_AND_CLEAR

BC_DEAD_BINDER DONE ——» BW.CLEAR DEATHNOTIFICATIO o BR_CLEAR_DEATH_NOTIFICATION_DONE

binder_thread_write() ~ binder_thread_read() IPC.executeCommand()
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binder_proc binder_transaction binder_transaction

' -

binder_thread binder_transaction binder_transaction
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